LaGrant Connections, LLC
P, 0. Box 762
Cuba City, WT 53807

Marlene H. Dartch, Secretary

lederal Communications Commission
Office of the Secretary

445 12th Street, SW, Suite TW-A325
Washington, [C 20554

Annual 47 CF.R. § 64,2009(¢) CPNI Certilication
EB Docket 06-36

Annual 64, 2009(¢) CPNI Certification for 2009

Drate of execution: February 11, 2010

Name of Company covered by this certification: LaGrant Conneetions, L1C
Farm 499 Filer 112: 827660

MName ol Officer signing: Deb Egli

Title of Officer signing: Vice-President

I, Deb Egli, VP, certify that | am an officer of the Company named above, and scting as
an agent of the Company, that | have personal knowledge that the Company has cstablished
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules,
See 47 C.F.R. § 64,2001 er seq.

Attached to this centifieation as Exhibit 1 is an accompanying stalement explaining how
the Company’s procedures ensure that the Company is in complisnce with the requirements sel
forth in section 64.2001 ¢r seq. of the Commission’s rules.

The Company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commission, the court system, or 4t the Commission against data brokers)
against data brokers in the past vear.

The Company has not received any customer complaints in the past year concerning the
unauthorized release of CPNIL
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™

Signed__ANelT 0 D

—

ce: Bust Copy and Printing, Inc.



Exhibit 1

LaGrant Connections, LLC

STATEMENT EXPLAINING HOW THE COMPANY'S OPERATING PROCEDURES ENSURE
COMPLIANCE WITH THE FCC's CPNI RULES

I Custamer Proprietary Network Information (*CPNI™)

CPNI is defived in Section 222(1) of the Communications Act as (A) information that refates 1w the quuity,
technical vonlgurdion. pe, destimation, and wmount of wse of o leleesmmumicabions service subscribed Lo by any
custamer of a telecommunicationg cammicr, and that i made aviilable to the carrter by the customer solely by virmie
of the carrier-costomer relationship: and (R} information contained in the bills pertaining to relephone exchange
gervice or telephone toll service received by a customer of a carrier fexcept that CPNI does mol inelude subseriber
list information ),

Gienerally, CPR melndes personal intormation regarding a consumer’s wse of his or her 1elecammunieations
services, (PN] encompasses infarmation such as: (a) the telephone numbers called by a consumer: (b} the
telephone numbers callitg o customer; (o) the thoe, location and duration of o consuler’s outhbound wd fnbound
hone calls, and (d) e elecommuiications and informution services purchused by aconsumer.

Call detail information {alio known as “call records™) is a category of CPRI thar is particularly sensibve fom g
privaey standpoint and that e sought by pretexters, hackers and other unauthorized entltles for Hegitimate
purposes,  Call detnil ineludes any information that penains w the ransmission of o specific welephone cull,
including i mumber called [for owtbound calls), e oumber from which the cull was pluced (for jnbowed calls),
and e dute, 1ime, location and'or durstion of the call {for all calls),

. Use amel Disclosure of CPND 18 Restricted

Thie Compuny recopniees (hal CPNT ipcludes informution that 5 personul wnd individusdly ideptifinble; wnd thd
privacy concems have led Conpress and the FUC to impose restnetions upon (15 use and diselosure, and upan the
provision of aceess 1o it by individuals or entities inside and outside the Company.

The Company s designoted o CPNT Commplionce Officer who is pesponsible fors (1) communivating with e
Compuny ‘s atlomeys undior consultanis regurding CPNI responsibilitics, requirements and  reslrictions; {2)
snpervizing the raining of Company emplavees and agents who use or have access w CPRE () suparvising the
nse, disclosure. distibution or access o the Company's UPNID by independent contractors and Joint venture
partners: (4) maintaining records regarding the use of CPNI in marketing campaigns; and (3) recelving, reviewing
and resolving guestions or issues regarding wse, disclosure, distribution o provision ol wecess o CPNIL

Company cmplovees and agents thar may deal with CPNID have been informad thar there are suhstantial tedernl
restrictions upon CPNI usge, distribution and access. In order 1o be authorized o use or access the Company’s
CPHL employees and agents must receive training with respect to the requirements of Section 222 of the
Cotmmunivations Acl und the FCC's CPRI Rules (Subpur U of Part 84 of the FOT Rules).

Hefore an agent independent conmactor of jnint venmre parmer may receive or-be allowed 1o access or use the
Company”s CPMIL the agent’s, independent contractor™s or joint veniira partner™s agreement with the Company
miust coptain provisions (or the Company and the agent independent contractor or joint venture partner must enter
into oo additional confdentiality. agreement whivh provides) thet: (o) the agenl. independent conlnivier ur jeinl
venture partner may usc the CPN] only for the purpose for which the CENE has been provided: (b) the agent,
indcpendent contractor o joint venture parner may not disclose or distribute the CPN1 . or allow access w the
CPNI by, any other party (uniess the ageént, independent contractar or joint venturs partner is expresshy and
specifically required 1o do 5o by 2 count order): and (c) the agent, independent contractor or joint venlure pariney
musl implement appropriale wnd speailic salvpuends secepisble lo the Company o ensure the confdentiahly of
the Company s CENL

1L Protection of CPNI
. The Compuny muy, afler receiving un gppropogie willen reguest ffom o costomer, diselese or provide Lhe

customer’s CIPNI to the customer by sending it to the customer s address or record. Any and all such castmer
requests: (1} mus be made in writing: (2) must inchude the customer’s comect billing name and address and



customer,  The Company will disclose CPRI vpon affirmative written request by the customer to any person
designated by the customer, but only after the Company calls the custemer's telephone nuimber of fecord andfor
sends onotification o the customer’s sddness of record Lo verily e seeuraey of this reguest,

2. 'I'ne Unmpany will provide a costomer’s phone records or other OPNI to a law enforcement agansy in
aceordance with applicable legal requirements.

3. Simee December 8, 2007, the Company reiains all customer passwords and “shared secrct” question-answer
comhinations i sccure files thar may he accessed only by authorized Company employees who nead such
informatian in arder 10 authenticale the identity of customers requesting call detail Information aver the relephong,

4. Since December 8, 2007, Compeny vmplovees authenticate all lelephone requests for CPND n the same miunner
whether or nol the CPNI congsts of call detil information. That is, Company employees must: (a) be famished
the customer's pre-estahlished password (or correct answers 1o the hack-up “sharved secret™ combinations): (1)
send the requested information 1o the customer's postal or electronic “address of record™ (see delinition above)”
or (o] cull the customer bock wt the customer™s “lelephone number of record”™ (see delinition above) wilh Lhe
requesied inlormuation,

§  The Company has adopted a policy thar it does not and will not use, disclose or permit access 10 CPN1 by an
altilinte,

fr. When an existing customer éalls the Company to inguire about.or onder new, additional or mod|fied services
{in=hound markering), the Company may use the customer’s CPNI other than call detail CPNIE o nsslst the
customer for the durmion of the customer’s cull i the Compeny provides the customer with the orul netice
required by Sections 64.2008(c) and 64.2008(0 of the FOC's Ruley wd wlier the Company authenlicules the
cuslomer,

Since December 8, 2007, the Company discloses or releases call detall infarmation to customers durlig customer-
initiated telephone conmets only when e customer provides o pre-estblished pussword, 11 the customer does nol
provide o pussword, call detl information ix released only by sending it to the customer's address of record or by
Ue enrrier culling the customer at the telephone number of record, IF the customer i3 able to provide o the
Company during 8 costomer-initinted telephone call, all of the call detall information necessary to address o
customer service issue (i¢., the relephone number calted, when it was called, and, if opplicable, the amount
charged for the call)y withoul Compuny assistance, then te Company muy (ke rouline customer seryice wolions
relited o such information. (However, under this circumstance, the Unmpany may not disclose to the customer
any vall detall information ahour the custamer account other than the call detail informatian that the customer
prenvices withoan the customer first providing a password. )

T The Compuny hes wdopled g policy thal it does not znd will nov wse, disclose. or permit sccess to CENL in
connecclion with Company-initiated markering of services o which a customer does nat already subscribe fram the
{ampany {(on-hound marketing)

B The Compuny munieing approprivle paper wndfor elecironic records that allow ity cmiplovees, independent
contruelors und joint venture pariners o clearly cstablish the stams of each costomer’s Out-our and/or (pe=In
approvals {if any) prior 1o use of the cystomer’s CPNL. These records include; (i) the date(s) of any and all of the
customer’s desmed Opt-oun approvals andfor Opt-in approvals, together with the dates of wy modifications ot
revocations of such approvals, and (1i) the typels) of CPNT use, socess, disclosure undfor distribulion upproved by
the customer,

Y. leforz a customer's CPNI can be vsed in an out-bound marketing activity of campaign. the Company’s
recorls must be checked to determine the status of the costomer’s CPNI approval. Company  emplovees,
independent contractors and joint venture parners are required 1o notily the CPNI Complianes Oficer of uny
BCCESS, gegurmcy ur secarly problems they encoenter with respect to these reconds.

If new, additional or extended approvals are necessary. the CPMNI Compliance Ofticer will determine whether the
Company™s “Opi-Cut CPR] Notice™ or "Opt-In CPN] Notiez™ must be used with respect o various proposed oul-
Bound marketing selivities,

1. The CPNI Compliance Officer will maintain:a record of each our-bound marketing activity or campaign.
including: (i) a description of the campaign: (ii) the specific CPMI that was used in the campaign; (iii) the dote and
purpose of the campaign: and (iv) whl products and services were offored as part of the campaign,  This record
shall be mainlained for g minimum of one vear.



[1, The Compuny's emplovees and billing spents may ose TPNI e initiale, render, bill and wolleel [or
telecommimications services: The Cempany may ohtain information from new oreexisting customers that may
constitite CPN] as pant of applications or reguests for new, additional or modified services. and its employees and
ogents may use such customer information (without further customer approval) to initiate and provide the
servives. Likewise, the Compuny s employess wnd billing agents muy wse customer service and colling reconds
(withoul customer approvalj: (a) to bill customers for services rendered 1o thern; (b)) to mvestigale and resolyve
disputes with customers reearding their bills: and (c) 1o pursue legal, arhitration, or other processes o collect lae
or unpidd bills from customers.

12, The Compuny's cmployess und agents may wse CPNT without customer approval W proteel the Company's
riphts ar property, and to peoleet users and other carriers from frandulent. abogive or illegal use nf {or subscription
10] the telecommmmications service (Fom which the CPMNI iz derived.

Beeause allegamions and investigations of fraud, abuse and Tllegal ise constitute very sensitive matters, any access.
use, disclosure or distribution of CPNI pursuant o this Section must be expressly approved in advanee and in
writing by the Company's PPNl Complimnee COfficer,

11 The Company s emplovecs, agents, independent contractars and joint venrure parmers may NOT bge CPMI o
identify o track customers who have made calls w, or received calls from, competing carviers.  MNor may the
Clomnpuny s eniployees, geenls ndependent controetors or joint venbure puarioees use or disclose CPRT for personol
FEasn o prelil.

14, Company palley mandates thin fes containing CPNT be malntained in A secure manner such thar they eanneal
e wsed, accessed, disclosed or distributed by unouthorized individuals or in an unauthorized manner.

15 Paper files containing CPNI are Kept in seccure areas, and may nol be wsed, removed, or copled noun
nrautharized manner,

16, Company employees, ugents, independent contrsctors and joink venture partiees wee teguied to ooty (e
CENI Complinnee OffFcer of any sceess or sceurity problems they encounter with respeet Lo lles contuining
LML

17, The Company may permil its customers 10 establish online accounts, but must require an approprinte password
e b furmished by e customer before e or she cun gecdss any CPNI i his or her onlive aegount. Sines
Drecember B, 2007, passwords muy NOT be based wpon readily obluinable biographical information (e.g., the
cuswymer’ s name, mother’s maiden name, social security number or date of hirth) or aceount Information (e.g, the
custamer’s telephone number or address)

I8, Sinee Deceinlver 8, 2007, customiers ey obtain an imtiol of replacement password, (i) iF ey conte i person
tr the Company s business office, produce 8 draver's Jieenyse, pussport or other government-issued idenlificulion
verifying their identiey. and correctly answer cenain questions regarding their service and address; or (i1} i they
call a specified Company telephone number from their telephone nimber of record, and then walr at that number
until & Company representative calls them back and abtains correct answers to cerain questions regarding their
service und uddress,

19, Since December 8, 2007, the Company will notify costomers immediately of certaln changes in their acconnrs
that may affect privacy or security matters

a The lypes of changes that reguire immediste notification inelude: (2) change or request for chuney of the
custnmer’s password: (b) chanpe or request for chanpe of the customer’s address of record: (2) change or
request for ehange of any significant element of the customer’s online account; and (d) a change or request
for change to the custemer's responses with respect to the back-up means of authentication for lost or
furgulisn passwords,

B. Thi notice may ke provided by (2) 2 Cempany call or voicemail o the customer™s telephons number of
record; (b)) a Company Text message 1o the customer's felephone number of record: or (€) & wiittan notice
mailed to the customers address of record (1o the customer’s prior address of record If the change includes a
change in e customeer™s sddress of revord).

¢ 'The potice must identify only the pencral nvpe of change and most not reveal the changed inthrmation.



d. The Company emplovee or agent sending the notice must prepare and farnish to the CPS] Complionce
Officer & memorandum contalning: (a) the nane, address of record, and telephone number of pecard of the
custemer nolified: (b) o copy or the exael wording of (he text message, written notiee, welephone micssage or
vieemail message comprising the notice; and (c) the date and nme thar the notice was sant,

20, Since December 8 2007, the Company must provide an initial notice to law enforeement and @ subsequent
notice o the customer if o security breach resulis in e disclosure of e customer™s CPMNI wo u thind piarly wiklioul
the customer’s authomzation.

4 Ak soon as practicable {and in no event more than seven (7) days) after the Company discovers that a
persan (withoul puthorization o excesding authorzation) has intentionully. goined aeeess o, used or
disclosed CPNL, the Compuny must provide electromic notfcation of such breach tothe ndted Stalos Seerel
Hervice and wy the Vederal oread of Investipation via'a central reporting, Biclliey accessed through a link
maintained by the TOC an hupdiwww (oe goviebiepni

21 Sinee December 8, 2007, the Compuny will provide customers swith aceeas o CPMNI b s retuil lweations i Ui
castomer prescolsd vl phote 10 gnd the yahd photo 11 matches the nieme on the aceount,

22 Binee Necember 8, 2007, the Company takes reasonable measures to discaver and protect against acrivity tha
iw indicative of pretexting including requiring Compeny employees, agents, Independent conbaetors ond juinl
venlure purtners o netify the CPNI Complimnee Officer immedistely by voice, voicermd] or emuil oft (u) uny
suspicious or unososl el requesting o customer s call dettl information or other CPND Gnelding o call wherd
Thes ealler lurnishes an incorrect password or incomect answer to one or hoth of the “shared secret™ question-
answer combinations; () any suspicious or unusugl atempr by an individual ro change o customer's password o
account informotion (icluding providing inadeguate or inappropoiote ideatilicatlon or ineoreet “sddress o
pecond,” Tteleplivne nwmber of reeend” or olher significant service informution); () uny wod ol diseovered
imstunees where weeess to the Company's electronic files or dembases contdning passwords or CEN| wid denicil
ue o the provigion of incorrect logins and/or passwords; and {d) any complaint by o customer ol unouthorlzed or
inappropriote use or disclosure of his or her CPML The ©PNI Compliones Officer will request further information
in wriling: and investgule or supervise Uie investigalion of, uny incident or grodp of incidents thul reasonoably
appear 0 enlnl pretesting.

23 Company and its anhorized employees may use CPNI to provide call location information regarding mobile
wsers it certain emergency situalions, Excepl m an unforsseen enrerzeney mvolving o osubstantiad threul Lo bumun
life or safely, any and all use or provision of CPMNl under this eatcgory must invelve the speeilic tyvpes or
caleporics of cmergencies lisicd inwnting by the Uompany s CPNE Complianee Otficer,

V. CPNI Compliance Officer

1o uddition W the specific mutters reguired 1o be revicwed and spproved by the Company’s CFNI Complignes
HTieer, employees and asents. independent contractors and jnint ventun: pArmers are strangly encolraged 10 kidng
any and all erhier questions. iss0es or uncertainties regarding the use. disclosure, or access o CPNT ta the attention
of the Company's CPN1 Compliance Officer for appropriate investigation, review and guidance. The extent 1o
which.a particular emplovee or agent brought ¢ CPRT nmatter to the adtention of the CPNIT Complinnee OMcer ai
received upproprisle puidence is a material considersiion in eny disciplinary action brought againsc the emploves
or agent for impermissihle use, disclosure or secess o CPNL

V. Disciplinary Procedures

The Company has informed its emplovees end aoents. independent éontractors and joint venture pariners that it
considers complianee with the Cammunications Act and FUC Rules regarding the use. disclasure, and access to
CIPMI 1o be very important,

Vielation by Company emplovess or agents of such CPRI reguirements will lead w discipbimary sebon {including
remedial fraining. reprimands, unfavorahle performance reviews, probation, and termination). depending upon the
circumstances ot the violanon (including the severy of the vielation, whether the violation was a frst tme or
repeat violaton, whether appropriate auidance was sought or received from the CPNI Compliance Oificer, and the
extent to which the violation was or was nol defiberste or malicious).

Wiolation by Company independent contractors or joint venure pariners of such CPNI requirements will lead to
promap disciplinary actiem (up o and including remedial traiming and termination of the contract)



